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Taking a byte out of cyber threats 

 

Rather than wait for the ‘Big Bang cyber-attack’, nations and institutions ought 

to be prepared for a rash of cyber strikes 

 
Cyberattack incidents: 

1. Cyber-attacks may be a relatively new phenomenon, but in a short time frame 

have come to be assessed as dangerous as terrorism.  

2. The world was possibly made aware of the danger and threat posed by cyber-

weapons with the advent of the Stuxnet Worm in 2010, which resulted in 

large-scale damage to Iran’s centrifuge capabilities.  

3. Two years later, in 2012, a bank of computers belonging to the Saudi Aramco 

Oil Company was targeted, reportedly by Iranian operatives, employing 

malware that wiped out data on 30,000 computers.  
 

Static response 

1. Each succeeding year, despite an increase in cyber threats, witnessed no 

change in the method of response. 

2. Estimates of the cost to the world in 2021 from cyberattacks are still being 

computed, but if the cost of cybercrimes in 2020 (believed to be more than 

$1 trillion) is any guide, it is likely to range between $3trillion-$4 trillion.  
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3. What has not been disputed any longer is that soon, if not already, cybercrime 

damage costs would become more profitable than the global trade of all major 

illegal drugs combined. 

Sectors that are vulnerable 

1. As 2022 begins, the general consensus is that the cyber threat is likely to be 

among, if not the biggest, concern for both companies and governments 

across the globe.  

2. In the Information age, data is gold. Credential threats and the threat of data 

breaches, phishing, and ransomware attacks, apart from major IT outages, are 

expected to be among the main concerns.  

3. Results are also likely to far eclipse the damage stemming from the COVID-

19 pandemic or any natural disasters.  

4. A little publicised fact is that the vast majority of cyber-attacks are directed 

at small and medium-sized businesses, and it is likely that this trend will 

grow. 

5. According to experts, among the most targeted sectors in the coming period 

are likely to be: health care, education and research, communications and 

governments.  

6. Health-care ransomware has been little publicised, but the reality is that 

ransomware attacks have led to longer stays in hospitals, apart from delays in 

procedures and tests, resulting in an increase in patient mortality. 
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Level of preparedness: 

1. While preventive and reactive cyber security strategies are needed — and are 

essential to mitigate cyber risks — they are proving to be highly elusive in an 

increasingly hyper-connected world. Comprehending the consequences of this 

reality could be devastating. 

2. For instance, despite all talk about managing and protecting data, the reality is 

that ransomware is increasing in intensity and is tending to become a near 

destructive threat because there are many available soft targets.  

3. Statistics in this regard are also telling, viz., that new attacks are taking place 

every 10 seconds. Apart from the loss of data, what is also becoming evident 

is that ransomware criminals are becoming more sophisticated, and are using 

ransomware to cripple large enterprises and even governments.  

4. Talk of the emergence of ‘Ransomware as a Service (RaaS) — a business 

model for ransomware developers — is no mere idle threat. 

5. The huge security impact of working from home, dictated largely by the 

prevailing novel coronavirus pandemic, must again not be underestimated as 

it is likely to further accelerate the pace of cyberattacks.  

6. A conservative estimate is that a rash of attacks is almost certain to occur on 

home computers and networks. Additionally, according to experts, a tendency 

seen more recently to put everything on the Cloud could backfire, causing 

many security holes, challenges, misconfigurations and outages.  
 

Defence and backup plan 

1. Nations and institutions, instead of waiting for the ‘Big Bang cyber attack’, 

should actively prepare for a rash of cyberattacks — essentially ransomware 

— mainly directed at available data.  

2. The emphasis should be on prioritising the defence of data above everything 

else. Consequently, law enforcement agencies would need to play a vital role 

in providing an effective defence against cyber attacks. 

3. On the strategic plane, understanding the nature of cyberspace is important. 

While solving the technical side is ‘one part of the solution, networks and data 

structures need at the same time to prioritise resilience through decentralised 

and dense networks, hybrid cloud structures, redundant applications and 

backup processes’.  
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4. This implies ‘planning and training for network failures so that individuals 

could adapt and continue to provide service even in the midst of an offensive 

cyber campaign’. 

5. The short answer is to prioritise building trust in systems — whether it is an 

electrical grid, banks or the like, and creating backup plans including ‘strategic 

decisions about what should be online or digital and what needs to stay 

analogue or physical, and building capacity within networks to survive’ even 

if one node is attacked.  

6. Failure to build resilience — at both the ‘technical and human level — will 

mean that the cycle of cyber attacks and the distrust they give rise to will 

continue to threaten the foundations of a democratic society. Preventing 

erosion of trust is critical in this day and age. 

 


